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Annual Security Briefing 

 
 
NOTICE:  All IroquoiSystems, Inc. (ISI) Cleared Employees must read and acknowledge the annual 

security briefing.   Please sign the acknowledgment on the last page of this briefing and return to the FSO 

within 5 working days. 

 
Introduction 

The National Industrial Security Program Operating Manual (NISPOM) requires that all cleared employees 
receive annual security education and training.  This newsletter serves as the required periodic refresher 
briefing for cleared employees.  Read the information contained herein and refer any questions to your 
Facility Security Officer. 
 
This Security briefing covers the following topics: 

❑ Threat Awareness 

❑ Defensive Security 

❑ Security Classification 

❑ Safeguarding Classified Material 

❑ Computer Security 

❑ Closed Area Controls 

❑ Classified Visits 

❑ Employee Reporting Obligations 

❑ Security Violations 

❑ DoD Hotline 

❑ General Information 

 

Threat Awareness 

The most significant threat affecting ISI personnel involves the technology and information collection 
efforts of foreign governments and competitors.  Defense Security Service (DSS) data suggests that the 
extent of foreign interest and collection methodologies employed against specific technologies varies 
dramatically – from passive requests to sophisticated collection activities.  Foreign requests for U.S. 
defensive industry science and technology program information are the most frequently reported method of 
operation associated with the foreign targeting activity.  Requests involve faxing, mailing, e-mailing, and/or 
telephoning to individual U.S. persons rather than corporate marketing departments.  The requests may 
involve surveys or questionnaires and are frequently sent over the Internet. 
 
Recent trends in collection techniques used by foreign entities are identified below and are ranked in order 
of frequency of occurrence: 

❑ Request for scientific and technological information 
❑ Soliciting and marketing of services 
❑ Acquisition of U.S. companies and technology 
❑ Inappropriate conduct during foreign visits 
❑ International conventions, seminars, and exhibits 
❑ Exploitation of Internet (hacking) 
❑ Exploitation of joint venture/research 
❑ Use of foreign employees 
❑ Targeting former U.S. contractor employees 

 
As is evident by both the technologies developed and the business activities in which ISI is involved, all 
employees need to remain alert and immediately report any suspected collection efforts. 
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Defensive Security 

The following are policies enacted by ISI and/or prime contractors to secure work place security: 
 
 

Badges 

All employees working at classified facilities are issued an identification badge that must be worn within 
the facility at all times.   It is important to keep your badge secure – never loan it to anyone.  If your badge 
is lost or stolen, report it immediately to your security officer.  Do not write your PIN on your badge. 
 
Passwords 

Keep your classified as well as unclassified computer passwords secure.  Do not write them down, store 
them, or give them to anyone else.  Be careful not to transmit classified or sensitive data over the Internet 
or other non-secure systems. 
 
Virus Protection 

Be careful when downloading files from an unknown source – make sure they are scanned by virus 
software before they are introduced to the network. 
 
Visitors 

No visitors are allowed past the lobby of any classified facility without authorization from the Facility 
Security Officer. 
 
Security Classification 

Classified information is official government information, which in the interest of national security requires 
protection against unauthorized disclosure.  While the entire provisions of the Security Classification 
Systems are too detailed for this briefing, a few general rules are provided.  Any questions should be 
referred to your Facility Security Officer. 
 
The U.S. Government uses three classifications to designate information that requires protection in the 
interest of national security. 
 Top Secret is information or material that unauthorized disclosure of could be reasonably 
expected to cause exceptionally grave damage to national security. 
 
 Secret is information or material that unauthorized disclosure of could be reasonably expected to 
cause serious damage to national security. 
 

Confidential is information or material that unauthorized disclosure of could be reasonably 
expected to cause damage to national security. 
 
All cleared employees working with classified information must have access to, understand and apply the 
security classification guidance that is applicable to each contract on which they are working.  The contract 
classification guidance is contained in or attached to the Contract Security Classification Specification (DD 
Form 254).  We are required to comply with its terms. 
 
 

Safeguarding Classified Material 

As a cleared employee, you are individually responsible for safeguarding classified information entrusted 
to you.  Prior to discussing or releasing classified information to/with anyone, you must ensure the 
individual has the proper clearance level as well as a need-to-know.  Need-to-know is a contractually 
required need for access to classified information and can be verified through appropriate Program Office 
management personnel.    The unauthorized disclosure of classified information is prohibited by law and 
will cause irreparable damage to the national security of the United States.  Unauthorized disclosure of 
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classified information is subject to criminal penalties as stated in the Classified Information Nondisclosure 
Agreement (SF312), executed by each cleared employee, and on file in the security office. 
 
When not in your immediate control, classified material must be kept locked in an approved container.  
Container combinations must be memorized and treated at the highest level of classification of the material 
stored in the container.  Classified waste must be placed in approved containers until it is taken to 
Classified Document Control (CDC) for disposal. 
 
Transmission 

Classified material to be transmitted outside the facility must be brought to the local Document Control 
Station for processing.  Classified hardware shipments must be coordinated and processed through the local 
shipping department.  Under no circumstances can classified information or hardware of any kind be taken 
from any facility unless it has been processed through either the shipping department or CDC. 
 
Reproduction 

Classified documents can only be reproduced on copiers approved by Security.  Copiers currently approved 
for reproduction of classified documents are in Reproduction Centers that are staffed with cleared 
personnel.   Under no circumstances should any employee reproduce classified documents. 
 
Contract Close-Outs 

At the completion of a classified contract, all classified material received or generated on the contract must 
be either returned, destroyed or retained according to authorized retention procedures.  Document Control 
will notify the Program Manager of each classified program responsible for ensuring compliance with close 
out procedures and handling of all classified material residual to the contract. 
 
Computer Security 

Do not process classified information on any equipment (PCs, calculators, etc.) that is not specifically 
labeled “Approved for classified processing”.    If you are not absolutely sure if a piece of equipment is 

approved for classified processing, do not use it. 
 
Closed Area Controls 

Employees with access to Closed Areas are required to review and comply with the requirements of the 
Controlled Area Briefing that address the specific requirements within each area.  When a problem is 
encountered, regardless of the time of day, or day of the week, contact the local Security Department or 
during off-hours, the local 24-hour Officer Station for assistance.  Security personnel can access Closed 
Area combinations during emergencies and take other steps to secure areas, activate alarms, or provide 
other assistance. 
 
Classified Visits 

If at any time an employee is required to visit another facility for a classified meeting, the employee must 
contact security to ensure that a visit authorization letter is sent prior to the visit. 
 
Employee Reporting Obligations 

Employees have an obligation to report events that may impact the facility clearance, personnel clearances 
or safeguarding classified information.  It is especially important to report any suspected loss or 
compromise of classified information. 
 
Other reporting obligations include: 

❑ Any probable or possible espionage, sabotage, or subversive activities 
❑ Any adverse information concerning employees 
❑ Efforts by individuals, regardless of nationality, to obtain illegal or unauthorized access to 

classified information or to compromise a cleared employee 
❑ All contacts by cleared employees with known or suspected intelligence officers from any country, 

or any contact which suggests the employee concerned may be the target of an attempted 
exploitation by the intelligence services of another country. 
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When in doubt, report it.  The Security Office can work through your concerns and meet program 
obligations. 
 
Security Violations 

Security violations are any acts that result in a loss, compromise or suspected compromise of classified 
information, which in turn may cause damage to the national security of the U.S.  As a defense contractor, 
ISI has a responsibility to investigate and report all security violations that result in the loss or compromise 
to the appropriate authorities.  Where appropriate, individual culpability is such instances must also be 
reported to DSS. (See ISI’s Graduated Scale of Discipline Appendix A) 
 
Examples of security violations include, but are not limited to: 

❑ Introduction to, or removal of, classified material from a facility without proper authorization. 
❑ Improper transmission or storage of classified material 
❑ Unauthorized reproduction of classified material 
❑ Unauthorized automated processing of classified information 
❑ Open and unattended classified container or Closed Area 
❑ Granting access to classified information to unauthorized individuals 

 
Upon being notified of a security violation, an inquiry will be conducted by a member of the Security 
Department to determine the factual circumstances surrounding the incident.  If a loss, compromise, or 
suspected compromise has occurred, a report must be submitted to DSS.  The name of the culpable 
person(s) must be included in the report.  In all instances, as required by regulation, a gradual scale of 
disciplinary action must be imposed.  A more aggressive scale of disciplinary action will apply in instances 
involving more serious or deliberate violations. 
 
If you have committed a security violation, or are cognizant of or suspect one, you MUST report the 
situation to your local security officer.  Failure to do so may jeopardize ISI’s ability to compete for 

classified contracts.  
 
DoD Hotline 

Employees are reminded of the Department of Defense Hotline for reporting fraud, waste, and abuse.  This 
Hotline number is 1-800-424-9098.   If an employee has any issues he/she is not comfortable discussing 
with the security officer, he/she is encouraged to use the DoD Hotline. 
 
General Information 

As a reminder, if you no longer require access to classified information and will not for the foreseeable 
future, please contact your local Security Officer to have your clearance terminated.  Please feel free to 
contact security to obtain any assistance and guidance you may require.  
 
William L Scrip         Sheree Hendrick  

Assistant Facility Security Officer      Facility Security Officer 

IrouqoiSystems, Inc.       IroquoiSystems, Inc. 

256-895-0106         256-895-0106(office) 

256-509-3050(cell)       256-797-4318(cell) 
 
 
I acknowledge that I have read and understood the above refresher briefing.  I accept my continuing 
responsibility to protect all classified information entrusted to me. 
 
 
_________________________________  _________________________________ 
Print Name                                                                    Employee Number 
 
 
_________________________________  _________________________________ 
Date                                                                               Signature 
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ISI Graduated Scale of Discipline:  
 
ISI has two matrixes for graduated discipline. One for Infractions and one for Violations. Discipline for infractions/violations is 

contingent upon the nature and the severity of the incident and is normally progressive. However, discipline up to and including 

termination may be imposed even for the first violation/infraction. The appropriate disciplinary action for all security incidents shall be 

determined using the ISI Graduated Scale of Discipline illustrated here and in ISI’s Incident Program Policy and Procedure Manual.  

 

Security Infractions  
 
An unintentional deviation from established government or Company security regulations that does not result in compromise or 

suspected compromise of classified or Company proprietary/private information, or such unclassified information provided under a 

formal agreement with another entity. Notice of a Security Infraction is generally issued in cases where the deviation is promptly 

detected and corrected, and where the employee(s) involved readily accepts responsibility for the matter. It is a security incident that 

in the judgment of the FSO does not result in actual or possible compromise of the information.  
3
 

Infractions are more administrative in nature, but are required to be documented to deter patterns of neglect or disregard for security 

procedures.
4
 

 

Security Infraction Graduated Scale of Discipline Matrix 
Infraction Retraining Documented 

Verbal 
Warning  

Documented 
Verbal 
Reprimand 

Written 
Reprimand 

Disciplinary 
Suspension of 
Employment 
and/or Security 
Clearance 

Termination 
Of employment 
and/or Security 
Clearance 

Criminal 
Actions 

1st Offense X X X X    
2nd  Offense X X X X X   
3rd  Offense X X X X X X X 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                                                 
3 Lockheed Martin Space Systems Company “Security Incidents” Revision 7 Updated Penalties for Security 
Violations section. 

4 www.uab.edu/policies/content/Pages/UAB-FA-PRO-0000749.aspx 
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Security Violations 

• An intentional or unintentional deviation from government or Company security regulations.  

• In the judgment of the FSO, the deviation results, or could result, in the actual or possible compromise of classified or 

Company proprietary/private information.  

• In addition it can include unclassified information provided under a formal agreement with another entity. And/or could 

include any willful non-compliance with an established security regulation. 

• The DoD 5220-22-M National Industrial Security Program Operating Manual (NISPOM), defines a security violation as a 

failure to comply with the policy and procedures established by the NISPOM that reasonably could result in the loss or 

compromise of classified information.
5
 

• Security violations involving classified information must be appropriately investigated. An investigation is necessary to 

determine whether the classified information was at risk of compromise, the individual(s) responsible for the violation, and 

whether appropriate corrective actions have been implemented to preclude a recurrence.”
6
 

• Security Violations may require formal notification to the Defense Security Service or other government agencies by 

Security.     

 
Security Violation Graduated Scale of Discipline Matrix 

Violation Retraining Documented 
Verbal 
Warning  

Documented 
Verbal 
Reprimand 

Written 
Reprimand 

Disciplinary 
Suspension of 
Employment 
and/or Security 
Clearance 

Termination 
Of employment 
and/or Security 
Clearance 

Criminal 
Actions 

1st Offense X X X X X X X 
2nd  Offense    X X X X 
3rd  Offense     X X X 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                 

5 DoD 5220.22-M, National Industrial Security Program Operating Manual February 2006 
Incorporating Change 1. March 28, 2013. 
6 Defense Security Service (DSS) Center for Development of Security Excellence (CDSE) Administrative Inquiry 
(AI) Process Job Aid July 2011 




