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Thermal Imaging Identity Theft 
 
 

SUMMARY: Identity theft is on the rise within the electronics market, and becoming 
more sophisticated. There are now inexpensive gadgets for smart phones making it 
much easier for thieves to swindle money and steal your identity simply by thermal 
imaging keypads.  
 
 
DISCUSSION:  Thermal imaging devices are currently available for your cell phone. One 
example is the the Flir One which was designed to fit like a phone case onto the 
iPhone5/5s. Thermal imaging is now available for android phones such as the Galaxy 5 
and other iOS devices as well. Criminals are able to purchase these inexpensive small 
infrared devices for around $250. While it was initially created for security purposes, 
home repairs and outdoors, thieves can use it to pick up the thermal heat signatures left 
behind after an individual punches in a PIN at the ATM or a bank code at the 
supermarket. The device has the ability to display thermal images live on the phone’s 
screen and can also capture images at the same time.  
 
 
OUTLOOK:  Criminals don’t always use the codes themselves. Sometimes they sell the 
codes to other criminals on black market identity theft websites to further their 
nefarious activities and increase their revenue. The following 2 images are examples of 
heat signatures on a keypad and what the device actually looks like on the iphone5. 
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                              (ATM Heat Signature)                                                          (iOS FLIR Case) 
 
 
RECOMMENDATIONS:  To avoid the FLIR One scam, simply keep another finger or two 
on different keys at all times. Doing so will leave a signature that even the savviest 
criminal with the best infrared camera/accessory won’t be able to detect. It’s all about 
the buttons you press on the machine and most heat generated. Paying in cash for items 
is always the best means of Identity theft protection. Actively monitoring your banking 
account at least every 2 days is a good common practice to follow, and be sure your 
contact information with your bank is current in case they need to contact you in 
regards to unusual purchases. Normally during transfer year people often forget to 
update their current address or phone numbers with their banking installations. 
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